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ABSTRACT: Nowadays, due to the rapid increment in the use of internet, different types of threats has been occur.
Users are more inclined towards the social networks and it is also known as the Online Social Networks(OSNSs).
Suspicious account also called as compromised account or the account that has been hacked by the hacker. In order to
provide a secure Online Social Network(OSN), various detection techniques has been used to detect compromised
account. In this survey paper, for detecting the compromised account, the behaviour of the user is tracked. That is, the
Online social behaviour of the user is studied which includes various factors such as the different activities performed
by the user and the sequence of the activities is also taken into consideration. Various measurement factors are also
considered such as the time spent by the user on a particular module, etc.Based on the mentioned measures and the
activities, the behaviour of the OSN user, user is validated. By evaluating the results helps in distinguishing the user's
OSN behaviour and thus, detects the compromised account.

KEYWORDS: Compromised account detection, Online Social Networks, Suspicious account, Online Social
Behaviour.

I. INTRODUCTION

Compromised accounts are those accounts that are hacked and used by the hacker. Due to the rapid increase in the
OSN users, millions of people are getting addicted to the use of Social network. Generally there are several and
different types of threats that has been occur in this network. Spam accounts and the sybil accounts are few of them.
The main purpose of Spam accounts is to exploit the well established connection occurred at time of communication
between the authorised user and his friends in the network.
Sybil accountsare the accounts that sends the malicious spam ads to the user's friends. But compromised accounts are
more favourable to the increasing OSN. Nowadays, large amount of hacking incidents came into existence.
Compromised are not like sybil or spam accounts. In compromised account every time the user behaviour is tracked so
that to detect whether is compromised or not. Profile analysis needed to be done each and every time to detect account.
Also the concept of filtering is also applied on the different fields such as messages in the account. Profile analysis
includes the activities and keeps track of all the activity by the original user . These online features includes the nature
of the original user like how and which type of connections he likes to make or made, types of photos he uploads and
downloads, which type of people he adds to his connection, which types of messages he sends and receives from his
connections, type of clickstreams he chooses, the way accesses his friends profile, etc.
In this survey paper, the proposed system includes different modules which of them are :

1. It includes all the social activities controlling mechanism. The activities such as the uploading photos,
updating status, users behaviour tracking.
The second is the user management module, where all the friends in the account aremanaged.
Third is to study the user behaviour. It includes the extroversive behaviour tracking.
Fourth is to study the users introversive behaviour.
The last is to study the user access permission wise behaviour .
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In Access permission wise behaviour, System automatically keep a track of document category wise access permission
specification. If a user is trying to specify access permission to unusual group/person, system will consider that activity
as a suspicious activity. In order to perform activity, user needs to access the permission. This helps to differentiate
the user behaviour anamoly.

In this survey paper, section Il shows the related work. Section Il explains the users behaviour study in order to
characterised the user study behaviour. Hence helps in detecting the compromised account.

Il. RELATED WORK

The users behaviour study is more beneficial in detecting the different types of threats occurring at the time of OSN.
Some of the threats may include the traffic in the network for sending and receiving data. Here data can be of any type,
it may be a text message or it may be a photo.

Schneider and Benevenuto has made the study of the user Online Social Network behaviour that based on the
network traffic that are collected from the different ISPs. Both makes the study on the network analysis over which the
user interacts. It includes the length of the communication that has been developed. It also includes the clickstreams
that is the clicksequences made by the user. In additional to this, Benevenuto makes further study that includes the
interaction of user with his friends and the other over the OSN. But this is not sufficient to detect the compromised
account, so it is to be needed to characterised the users social behaviour and to detect the OSN account usage anamoly.
Hence, additional and the measurement study is required for fine and accurate results.

Further, Vishwanath also aims to detect the users social behaviour in social network that is in Facebook. But he
fully focused on the 'like' type of behaviour in order to detect whether the account is spam or not. Many previous
researches has been made to detect the compromised account by analysing the users social behaviour.

Furthermore, Egele studied indetail to detect the compromised account by mainly focusing on the users social
behaviour analysis with different features. These features includes the timie evealuation, the users behaviour and
bonding with the friends and the types of the friend he made by sendind the request and accepting the request. He also
focused on the users users photos posting behaviour , commenting behaviour, time evaluating. The more advancement
is needed, so, the method of clustering is applied on the messages.

Wang also proposed the mechanism in which it can detect the fake account or an sybil account by analysing the
clickstreams. He mainly proposed by onsidering the factos such as the inter arrival time and the click sequences in an
account in OSN. Thus this mechanism is useful in detecting sybil account.

In order to detect the spam account, Lee and Stringhini works on the URL ratio in the text messagegs and the the
diffrent choices of the friends.

Our system aims at the increase the performance for detecting the compromised account detection along with
decreasing the complexity and increasing the security in OSN.

1. USER SOCIAL BEHAVIOUR STUDY

In this section, several OSN users behavioural features are described in details so that it can help in distinguishing
the account is compromised or not. Basically the behavioural features are the extroversive behaviour and the
introversive behaviour. As the name only describes the features how it will help to distinguish the users behaviour.
There are various activities such as the users message inbox, types of searches he made through his account, how he
browse the others profile, clickstreams, etc. Whereas the extroversive behaviour includes the message outbox that is
the messages send by the user to his friends and the which types of photos uploaded by the user.

Introversive Behaviour: In this type of behaviour, all the internal activities is recorded and traced to detect
compromised account. This feature plays an vital role in detecting the compromised account. Since maximum
activities can be easily traced here also. It also includes some additional more features to differentiate the users
behaviour. The following are the various features:

1. User searching preference: Various classification has been made in the OSN Searching preferences. So
that it became easy to depict the preference of browsing activity made by any user. For example, Users
profile includes the photos section, upload file, name of user, different groups ,etc. But the homepage
includes the updates and the friends only. It depends on the user that to which activity his actual interest is
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and which activity he prefers the most. Many users are interested in knowing the updates happening in the
group that may includes photos uploaded in the group, commenting on the pics, some are interested in
chatting, etc. Thus the user preferences differs from person to person.

User Searching Sequence: As we have seen how the users interest and the preferences varies from person
to person, similarly, the preferring sequences also varies. In order to capture the users characteristics , this
feature is useful. For example, navigating from users profile to his friends profile and so on. A very easy
navigation has been provided by the OSN.

Visit time: After choosing the preference of searching to a particular account or any other type of search,
the other important factor that helps to study the behaviour is the visiting time. It shows the total time
duration of the user take to browse on a particular website or a profile reading. It also evaluate the time
where the user spends more time and the less time. It shows the users interest characteristics. The main aim
of this feature is to evaluate the type of information consumed by the user. For example, some user spend
more time in commenting on the pictures uploaded, while some on chatting.

Extroversive Behaviour: Extroversive behaviour depicts the users actual behaviour, how he interacts with the other
people. It became easy to study and characterized the users behaviour. It also further consist of some features:

1.

The first feature is to tracking the users first activity when he first perform after logging in into the account.
For example, some user after logging in into the account first see the news feed, while some in commenting,
etc. Thus this helps to study the users habitual activity to which it first performs.

After capturing the users first activity, the other feature is to evaluate the time latency or the time duration
he spends in doing to perform the first activity.

In extroversive behaviour also, like introversive behaviour, the users preferences is considered. But in
extroversive behaviour feature, it keeps track of all the preferences the user choose in performing
extroversive activities.

IV.SYSTEM WORKFLOW

Figure shows the actual workflow of the activity of detecting the sybil account. Here, firstly the user is needed to
login to his/her account by using the user id and the password provided at the time of registration of account. The
credentials provided by the user is validated with the help of the social database DB.

After authentication of the user, the number of activities and the behaviour of the user is traced with the help of
mentioned different tracking ways which includes both the introversive behaviour as well as the extroversive behaviour.
If any suspicious activity found then the account has been deactivated automatically.
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Fig. 1. Suspicious Account Detection System Workflow

V.

CONCLUSION

In this our survey paper, we have proposed a Compromised account detection technique in the Online Social
Network(OSN). All the approaches has taken into consideration such as an extroversive and the introversive types of
behaviour that helps to easily identify the compromised account. Also by tracking the original users behaviour and
maintaining the analysis of his various activities and evaluating the various factors helps to achieve the high detection

accuracy.
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